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Lattice and SVP

Given a basis B = (b}, e b;), the lattice £ generated by B is the set of all integer linear
combinations of its basis vectors: £(B) = { S zibj, zi € Z}.

Shortest Vector Problem (SVP)

Given a lattice £, find the shortest non-zero vector vV € L.
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Motivation to solve SVP

Cryptography

® NP-hard problem, hard in average, believed to be quantum-resistant.
® Problems derived from SVP: LWE, SIS, NTRU...
® Cryptosystems based on them: Kyber, Dilithium, Falcon (NIST standardization), FHE
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Motivation to solve SVP

Cryptography

® NP-hard problem, hard in average, believed to be quantum-resistant.
® Problems derived from SVP: LWE, SIS, NTRU...
® Cryptosystems based on them: Kyber, Dilithium, Falcon (NIST standardization), FHE

Cryptanalysis
® Broken if we can find a reduced basis of the lattice.

® BKZ algorithm returns a reduced basis using an SVP-solver.

= The security of these cryptosystems directly relies on the complexity of solving SVP.
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1. Lattice sieving
Configuration problem

2. Filtering
New Random Product Code for filtering

3. Framework to solve SVP

4. Trade-offs for classic and quantum k-sieves
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Sieving



Heuristic: Lattice vectors act as random vectors.
® Implies that vectors of norm at most R are w.h.p. of norm very close to R.
¢ Validated by experiments [NVO08] for long vectors.
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Sieving

Heuristic: Lattice vectors act as random vectors.
® Implies that vectors of norm at most R are w.h.p. of norm very close to R.

¢ Validated by experiments [NVO08] for long vectors.

Sieving step
Input: list L of N lattice vectors of norm at most R ; v < 1.
Output: list L,y of N lattice vectors of norm at most YR < R.

Initialization:

Generate N lattice vectors
of norm < R

(Klein's algorithm)
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Heuristic: Lattice vectors act as random vectors.
® Implies that vectors of norm at most R are w.h.p. of norm very close to R.
¢ Validated by experiments [NVO08] for long vectors.

Sieving step
Input: list L of N lattice vectors of norm at most R ; v < 1.
Output: list L,y of N lattice vectors of norm at most YR < R.

After 1 iteration:
vectors of norm at most YR
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Sieving

Heuristic: Lattice vectors act as random vectors.
® Implies that vectors of norm at most R are w.h.p. of norm very close to R.
¢ Validated by experiments [NVO08] for long vectors.

Sieving step
Input: list L of N lattice vectors of norm at most R ; v < 1.
Output: list L,y of N lattice vectors of norm at most YR < R.

After 2 iterations:
vectors of norm at most v°R R
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Sieving

Heuristic: Lattice vectors act as random vectors.
® Implies that vectors of norm at most R are w.h.p. of norm very close to R.
¢ Validated by experiments [NVO08] for long vectors.

Sieving step
Input: list L of N lattice vectors of norm at most R ; v < 1.
Output: list L,y of N lattice vectors of norm at most YR < R.

After poly(d) iterations:

norm at most APM(R. @
Short vector found! )
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Nguyen-Vidick sieve [NV08] (2-sieve)

for (X1,X2) € Lx L :
if [|X1 — X2 <R :
add X1 — X> to Loyt

Sphere of dimension d
and radius R:
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add X1 — X> to Loyt
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Nguyen-Vidick sieve [NV08] (2-sieve)

for (X1,X2) € L x L :
if [|X1 —X2|| <R :
add X1 — X> to Loyt

Sphere of dimension d

If fl,i2 € L then X1 — X» € ﬁ.J
and radius R:

Condition of reduction:
For vy =1, [[Xi| = [X2| = R

X1 =% <R
< Angle(X1,X2) < 3
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Nguyen-Vidick sieve [NV08] (2-sieve)

for (X1,X2) € L x L :
if [|X1 —X2|| <R :
add X1 — X> to Loyt

Sphere of dimension d

If fl,iz € L then X1 — X» € ﬁ.J
and radius R:

Condition of reduction:
For vy =1, [[Xi| = [X2| = R

X1 =% <R
& Angle(xl,x2) < 5
= ﬁQ—(X1’X2> > %
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for (21,Z2,23) el3:
if X1+ X2 + X3|| <R :
add )?1 aF 22 I 23 to Loyt

v

4-sieve

for ()?]_,)?2,)?3,?4) € L4
if ||X1 + X2+ X3+ Xa|| <R :
add )?1 aF )?2 r 23 + 24 to Loyt

for (X1, ..., Xx) € Lk
if ||X1+ ... +Xk|| <R :
add Xq + ... + X to Loyt
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Minimal size of the list L

Sieving step

Input: List of NV lattice vectors

Output: List of N reduced lattice vectors

= We need that there exists N reduced vectors calculable from the N input vectors.

Notation: 2xd+o(d)

Memory | Time (naive)
k N Nk
2| 0.208 0.415
3| 0.189 0.566
41 0.173 0.690
5| 0.159 0.794
6| 0.147 0.884
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Reduction to the configuration problem



Configurations

Configuration
k-tuple (X, ..., Xx) satisfies configuration C = (Cj);; € RKkxk iff. (Xi|x;) < Cjj (with G <0).
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Configurations

Configuration
k-tuple (X, ..., Xx) satisfies configuration C = (Cj);; € RKkxk iff. (Xi|x;) < Cjj (with G <0).

Valid configuration C: (Xi, ..., X)) satisfies C = ||X1 + ... + Xk|| < YR
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Configurations

Configuration problem

Input: List L, a valid configuration C
Output: Tuples (X3, ...,Xx) for X; € L
satisfying configuration C

14/40



Configurations

Configuration problem k-sieve problem
Input: List L, a valid configuration C Input: List L
Output: Tuples (X1, ..., Xx) for X; € L = QOutput: Vectors Zf-‘zl Xj forX; € L

satisfying configuration C of norm < vR.
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Configurations

Configuration problem k-sieve problem

Input: Lists Ly, ..., L, a valid configuration C Input: List L

Output: Tuples (X1, ...,Xx) € L1 X ... X Ly = QOutput: Vectors Zf-‘zl X; for X; € L
satisfying configuration C of norm < vR.
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Configurations

Balanced configuration

® Fix Cj=—1/kfori#j

® The most common configuration for
reducing k-tuples
= Minimizes the memory |L|.

-
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Configurations

Balanced configuration

® Fix Cj=—1/kfori#j

® The most common configuration for
reducing k-tuples
= Minimizes the memory |L|.

Any configuration
® Only constraint: |[X; + ... + Xk|| <R

® Rarer configurations = Require longer list,
but the tuples can be easier to find.
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Locality Sensitive Filtering (LSF)



Locality Sentitive Filter

A filter £z, of center §€ R? and angle o € [0, 7/2] maps a vector X to a boolean value:
e 1if Angle(X,5) < a,

e ( else.
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Locality Sentitive Filter

A filter £z, of center §€ R? and angle o € [0, 7/2] maps a vector X to a boolean value:
e 1if Angle(X,5) < a,

e ( else.

Each filter is associated with a
set that we can fill with
vectors.
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Filtering - Random Product Code

Random Product Code (RPC) of parameters [d, m, B]

C=Q (€ x--- me)CRd
e €. .. C,: sets of B vectors in R4/m sampled unif. & indep. random of norm /1/m

¢ Q uniformly random rotation over R¢

Codewords ¢
® Uniformly distributed over the sphere
® Each codeword = center of one filter
® Decode X in efficient time (subexp. or
poly)
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Filtering - Random Product Code

C=Q (€ x - xCp)

Input: Random Product Code €, vector X, angle «
Output: List of all the filters F € € of angle at most a with X.
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1. Apply Q@ 1onx
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Filtering - Random Product Code

C=Q (€ x - xCp)

Input: Random Product Code €, vector X, angle «
Output: List of all the filters F € € of angle at most a with X.

1. Apply Q@ 1onx
2. Identify with a tuple of m vectors: @ (X) := (X1]|...||Xm)

19/40



Filtering - Random Product Code

C=Q (€ x - xCp)

Input: Random Product Code €, vector X, angle «
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Filtering - Random Product Code

C=Q (€ x - xCp)

Input: Random Product Code €, vector X, angle «

Output: List of all the filters F € € of angle at most a with X.
1. Apply Q@ 1onx
2. Identify with a tuple of m vectors: @ (X) := (X1]|...||Xm)
3. Decode each X; with subcode €; (brute force)

4. Assemble the obtained codewords of €4, ...,C,,
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Filtering - Random Product Code

C=Q (€ x - xCp)

Input: Random Product Code €, vector X, angle «
Output: List of all the filters F € € of angle at most a with X.

1. Apply Q@ 1onx
Identify with a tuple of m vectors: Q1(X) := (X1]|...||[Xm)
Decode each X; with subcode €; (brute force)

Assemble the obtained codewords of €4, ...,C,,

o s WD

Apply rotation @ to recover €'s codewords = nearest filters of X
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Filtering - Solving SVP
For each vector: search a reducing vector within the whole list L. I

2-sieve with filtering
1. Generate the filters > Sample a RPC

2. Add each vector to its filters of angle at most . > List decoding algorithm
3. For each vector : search a reducing vector within its filters.
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Filtering - Solving SVP
For each vector: search a reducing vector within the whole list L. I

2-sieve with filtering
1. Generate the filters > Sample a RPC

2. Add each vector to its filters of angle at most . > List decoding algorithm
3. For each vector : search a reducing vector within its filters.
® (lassically or by Grover's search

Time complexity (for minimal memory N = 20-208d+o(d)
Classical 2-sieve: 20-415d+0o(d)  Quantum 2-sieve: 20-312d+o(d)
With filtering: 20-292d+0(d) With filtering: 20-205d+o(d)
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New code for filtering



Filtering strategy for the 2-sieve

Constraint: (X1|X2) > 3

F Xl)‘(’2
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Filtering strategy for the k-sieve

Constraints: (X;|X;) < Cj;

Fl )?1
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Filtering strategy for the k-sieve

Constraints: (X;|X;) < Cj;

I:1 )?1
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Filtering strategy for the k-sieve

Constraints: (X;|X;) < Cj;

I:1 )?1

k-Random Product Code

A k-RPC € is a code such that
VF1 €€, 3F,, .. FreCst. Y1 Fi=0.
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Framework for the k-sieve



Framework

Input: list L of N lattice vectors, parameters k, angle «, configuration C
Output: list Ly, of N reduced lattice vectors

1. Generate the tuple-filters. Prefilter L: for each X € L, add X to its nearest (unique) filter.
2. For each tuple-filter: Find all solutions satisfying C within the tuple-filter.
3. Repeat 1. and 2. until |Loy| = N.

Fl )?1

F>
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Residual vectors

Search for a tuple (X1, ..., Xk) Search for their residual vectors (y;, ..., ¥j)
satisfying configuration C J A satisfying configuration C’Qa J




Framework

Input: list L of N lattice vectors, parameters k, angle «, configuration C
Output: list Lo, of N reduced lattice vectors

1. Generate the filters. Prefilter L: for each X € L, add X to its nearest (unique) filter.
2. For each tuple-filter: Find all solutions satisfying C within the tuple-filter.
3. Repeat 1. and 2. until |Loye| = N.
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Framework

Input: list L of N lattice vectors, parameters k, angle «, configuration C
Output: list Lo, of N reduced lattice vectors

1. Generate the filters. Prefilter L: for each X € L, add X to its nearest (unique) filter.

2. For each tuple-filter: Find all solutions satisfying C within the tuple-filter.
3. Repeat 1. and 2. until |Loye| = N.

Input: lists L1, ..., Lx of residual vectors, configuration C'.
Output: the list of all tuples (¥i,...,¥x) € L1 X ... X Ly that satisfy C’.

T (k-sieve) := (\Lyc + NbFilters, - T(FAS, a)) - NbRepc.q
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Subroutine " Find All Solutions”

For k = 2:
® 2-sieve via quantum random walks [CL21, BCSS23]

k = 3:
® (Classic 3-sieve

® Quantum 3-sieve

k = 4:

® (lassic 4-sieve

® Quantum 4-sieve
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Classic 3-sieve — Subroutine

Configuration problem Ly Ly L3
Input: Lists Ly, Ly, L3,
configuration C’

Output: All the tuples
(Y1,¥2,¥3) € L1 x Lo x L3
satisfying configuration C’

(Y1, Y5, ¥3) satisfies C’

(¥1l¥2) < G,
&9 (Vilys) <G5
(Yalys) < C§3
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Classic 3-sieve — Subroutine

Configuration problem Ly Ly L3

Input: Lists Ly, Ly, L3,
configuration C’

Output: All the tuples

(¥1,¥2,¥3) € L1 X Lo x L3

satisfying configuration C’ Lio L13
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Classic 3-sieve — Subroutine

Configuration problem Ly Ly L3

Input: Lists Ly, Ly, L3,
configuration C’

Output: All the tuples

(¥1,¥2,¥3) € L1 X Lo x L3

satisfying configuration C’ Lo L3

(1,2, ¥s) satisfies C’ (¥1,¥2) (¥1,¥3)
(Y1l¥2) < Cip (Y1ly3) < Ci3

(¥1l¥2) < (i
&9 (Vilys) <G5
(¥alys) < Cos L123

YI7Y27Y3 <Y2|y3> < C£3
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Classic 3-sieve
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Classic 4-sieve — Subroutine

Configuration problem

configuration C’

Output: All the tuples

(y17Y2a Y37Y4) € Ll X L2 X L3 X L4
satisfying configuration C’

(Yl? Y27 )73, Y4) satisfies C’

Y1l¥2) < G
(¥1l¥3) < i3
PN (Y1l¥a) < Gy
(Yol¥3) < Cp
(Yol¥a) < Gy
(¥3l¥a) < Gy
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Classic 4-sieve — Subroutine

Configuration problem

configuration C’

Output: All the tuples

(y17Y2a Y37Y4) € Ll X L2 X L3 X L4
satisfying configuration C’

(Y1, Y2, Y3, ¥4) satisfies C’ L1p L34
yV1ly2) < G (Y1, ¥2) | (Y1l¥2) < Cio | (¥3,¥4) | (¥al¥a) < Gy
(¥1l¥s) < G
PN <X1|!4> < C£4
(¥Yolys) < Gy L1234
Yal¥a) <Gy O
(¥3lys) <Gy Y1Y2Y3Y4) satisfies i3, Cpy, Gz, Coy
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Classic 4-sieve

042 ® J-sieve[Laalé]
d-sieve [HK1T]
040 4-sieve [HEL1E]

— d.sieve [this work]
038

036

034

Time exponent &

032

030

0.18 019 020 0zl 022
Memory exponent m
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Classic k-sieves
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Quantum 3-sieve — Subroutine
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Quantum 3-sieve — Subroutine
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Quantum 3-sieve — Subroutine
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Quantum 3-sieve — Subroutine

V) ) )

[l [ Grover ‘ Grover

y'2> S C{Z
- /
Y3> < (3

ﬁ > giety g Y1) [Via)  [Pra)) g’%I



Quantum 3-sieve — Subroutine
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Quantum 3-sieve — Subroutine

’¢L1> ’¢L2> ‘¢L3>
| [ Grover ‘ Grover
Iy, )|y yily2) < G
:;%fﬁ:zzzy1€L1‘|Y1>‘yl> ‘@DLQ(Y1)> ‘@bL3 yl <ﬁ1|ﬁ2> f; Céj
I

Grover

— 2

1

L2(3)] Ygetain [0)192)  |Viagr9,))  (al¥a) < G
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Quantum 3-sieve — Subroutine

L) VL)) [15(51.92))

® Apply amplitude amplification
® Measure and get a reducing (¥i, Yo, ¥3)

® Repeat to find all the solutions in L1 x Ly x L3
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Quantum 3-sieve

3-sieve [KMPM19] (Alg. 4.1)
033 I-sieve [KMPM19] + LSF (Appendix B)
— 3-sieve [this work]
L 032
LT
=
[=]
[=%
=
Q31
L]
: |
=
0.30 1
029 -

020 022 024 026 028
Memory exponent m
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Quantum 4-sieve — Subroutine

WL1> ’sz(Y1)> ‘¢L3(917Y2)> ’¢L4(371,)72)>

® Apply amplitude amplification
® Measure and get a reducing (Y1, Yo, ¥3, ¥a)

® Repeat to find all the solutions in L1 X Ly X L3 X L4
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Quantum 4-sieve

Time exponent t

0.340 1
0335
0330 1
0325 1
0320 1
0315
0310 1
0305 1
0300 1

4-sieve [KMPM19] (Alg. 4.1)

4-sieve [KMPM19] + LSF (Appendix B)

= d.sigve [this work]

0.18

020 022 024 026 0.28
Memory exponent m

030
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Quantum k-sieves

0.34 4
032 4
=]
g %
= 030 1 ®  Zcieve [BCS523]
o 3-sieve [KMPM19] (Alg. 4.1)
E 3-sieve [KMPM19] + LSF (Appendix B)
0.28 1 — 3-sieve [this work]
4-sieve [KMPM19] (Alg. 4.1)
4-sieve [KMPM19] + LSF (Appendix B)
0.26 + e 4d-sieve [this work]

018 020 022 024 026 028 030
Memory exponent m
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Conclusion

This work:
® Improves the 3-sieves trade-off
® New trade-offs for the 4-sieves

Time exponent t

042

040

038

036

034

032
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& 2sieve [Laal6]
3-sieve [HK17]
3-sieve [HKL18]

— 3.sieve [this work]
4-sieve [HK17]
4.sieve [HKL1B]

— 4-sieve [this work]

\

Time expanent t

034

032

030

028

026

®  2sieve [BCSS23]
3-sieve [KMPM19] (Alg. 4.1)
3-sieve [KMPM19] + LSF (Appendix B)
— 3-sieve [this work]
4-sieve [KMPM19] (Alg. 4.1)
4-sieve [KMPM19] + LSF (Appendiz B)
&~ 4-sieve [this work]
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018 020 022 024 026 028 030
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Conclusion

042 ® 2sieve [Laals] 034
3sieve [HK17]
. 040 3sieve [HKLLE]
Th k: — 3.sieve [this work] 032
IS work: o038 4.sieve [HK17] o
g 4.sieve [HKL18] 5 %
1 2 036 — d4sieve [this work] 5 030
® |Improves the 3-sieves trade-off g H  ume o)
- H 3sieve [KMPM13] (Alg. 4.1)
. £ £ n2s 3-sieve [KMPM19] + LSF (Appendix B)
[ ] N d — fF f h - — 3-sieve [this work]
ew trade-offs for the 4-sieves o» sl TP
om0 4-sieve [KMPML9] + LSF (Appendix B)
026 & — 4-sieve [this work]
0ls 020 022 024 026 028 030 0ls 020 022 024 026 028 030
Memory exponent m Memory exponent m

Further research:

k-sieve for k > 4

® Mix our prefiltering with inner filtering as in [HKL18, KMPM19]
Classical: Optimal merging trees

Quantum: k-sieve via quantum random walks
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Thank you for listening!
Any questions?
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k-Random Product Code (Technical details)

Sample a RPCC=Q - (€; x --- x Cp)
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k-Random Product Code (Technical details)

Sample a RPCC=Q - (€; x --- x Cp)

For each F; € C:

Choose a random

F1

Q—l

eC

€€ x---xCh

such that for i € [m], <F(1i)\ng)> - _L

2m



k-Random Product Code (Technical details)

Sample a RPCC=Q - (€; x --- x Cp)
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Filtering strategy for the k-sieve

I:1 )?1

Tuple-filter
(Fla F2a F3)

k-Random Product Code

A k-RPC € is a code such that
VF, €€, 3F,, .., FreCst. Y5 F,=0.

With an efficient decoding algorithm 40/40
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